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QUESTION NO: 1
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Answer: C

Explanation:

A central logging server ensures logs are collected in a tamper-proof manner and only
ingested (not modified). This prevents attackers from altering logs locally.

Key concepts:

Logs should be centrally stored to prevent tampering.

Enabling log forwarding to a secure SIEM improves integrity.

Other options:

A (File monitoring tool) helps detect file changes but doesn't prevent log tampering.

B (Changing log solutions) does not inherently improve security.

D (Log rotation and encryption) is best practice but does not prevent modification before
transmission.

Reference: CASP+ CAS-005 Official Study Guide -Security Operations and Logging
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Answer: D
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QUESTION NO: 3
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Answer: B

QUESTION NO: 4
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Answer: D

QUESTION NO: 5
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Answer: E

Explanation:

For SSDs,incinerationis considered the most secure method of physical destruction, ensuring
no data remanence. SSDs store data differently compared to traditional spinning disks,
making degaussing ineffective.

Overwriting and formatting may not reliably erase all storage cells due to wear-leveling
technologies.

Shredding may work if the granularity is extremely fine, but incineration guarantees complete
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destruction beyond recovery.
Reference:CompTIA SecurityX CAS-005, Domain 2.0: Apply secure media sanitization
methods appropriate for device types such as SSDs.

QUESTION NO: 6
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Answer: C

Explanation:

Sinkholing, or DNS sinkholing, is a method used to redirect malicious traffic to a safe
destination. This technique is often employed by security teams to prevent access to
malicious domains by substituting a benign destination IP address.

In the given logs, users from the finance department are accessing www.bank.com and
receiving HTTP status code 495. This status code is typically indicative of a client certificate
error, which can occur if the DNS traffic is being manipulated or redirected incorrectly. The
consistency in receiving the same HTTP status code across different users suggests a
systematic issue rather than an isolated incident.

Recursive DNS resolution failure (A) would generally lead to inability to resolve DNS at all,
not to a specific HTTP error.

DNS poisoning (B) could result in usersbeing directed to malicious sites, but again, would
likely result in a different set of errors or unusual activity.

Incorrect DNS setup (D) would likely cause broader resolution issues rather than targeted
errors like the one seen here.

By reviewing the provided data, it is evident that the DNS traffic for www.bank.com is being
rerouted improperly, resulting in consistent HTTP 495 errors for the finance department
users. Hence, the most likely cause is that the DNS traffic is being sinkholed.

References:

CompTIA SecurityX study materials on DNS security mechanisms.

Standard HTTP status codes and their implications.
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Answer: D

Explanation:

According to SecurityX CAS-005 threat intelligence and testing objectives, a honeypot is a
decoy system designed to lure attackers, allowing security teams to observe new tactics,
techniques, and procedures (TTPs) in a controlled environment.

* An IPS is designed to block known attacks but not discover new ones.

* Sandboxing is useful for analyzing suspicious files or malware samples but not for attracting
live, unknown attack attempts.

* Scanning for loCs detects known compromise indicators, not new, emerging attacks.A
honeypot directly supports proactive attack discovery and analysis.
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Answer: A

Explanation:

The most likely explanation for the issues encountered with the captive portal is that the TLS
ciphers supported by the captive portal are deprecated. Here's why:

TLS Cipher Suites: Modern browsers are continuously updated to support the latest security
standards and often drop support for deprecated and insecure cipher suites. If the captive
portal uses outdated TLS ciphers, newer browsers may refuse to connect, causing security
errors.

HSTS and Browser Security: Browsers with HTTP Strict Transport Security (HSTS) enabled
will not allow connections to sites with weak security configurations. Deprecated TLS ciphers
would cause these browsers to block the connection.

References:
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CompTIA Security+ SY0-601 Study Guide by Mike Chapple and David Seidl

NIST Special Publication 800-52: Guidelines for the Selection, Configuration, and Use of
Transport Layer Security (TLS) Implementations OWASP Transport LayerProtection Cheat
Sheet By updating the TLS ciphers to modern, supported ones, the security engineer can
ensure compatibility with newer browser versions and resolve the connectivity issues
reported by users.
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Answer: CD

Explanation:

To address the specific OS benchmark configurations, the following solutions are most
appropriate:

C). SCAP (Security Content Automation Protocol): SCAP helps in automating vulnerability
management and policy compliance, including configurations like full disk encryption, host-
based firewalls, and password policies.

D). SASE (Secure Access Service Edge): SASE provides a framework for Zero Trust network
access and application allow listing, ensuring secure and compliant access to applications
and data.

These solutions together cover the comprehensive security requirements specified in the OS
benchmark, ensuring a robust security posture for endpoints.

References:

CompTIA SecurityX Study Guide: Discusses SCAP and SASE as part of security
configuration management and Zero Trust architectures.

NIST Special Publication 800-126, " The Technical Specification for the Security Content
Automation Protocol (SCAP) " : Details SCAP ' s role in security automation.

" Zero Trust Networks: Building Secure Systems in Untrusted Networks " by Evan Gilman
and Doug Barth:

Covers the principles of Zero Trust and how SASE can implement them.

By implementing SCAP and SASE, the organization ensures that all the specified security
configurations are applied and maintainedeffectively.
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QUESTION NO: 10
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Answer: C

Explanation:

The most likely driver for approving additional network security budget is that the audit
revealed that the existing architecture contained security controls that could be easily
bypassed. This indicates fundamental weaknesses in defense-in-depth and suggests that
attackers could gain access to sensitive systems or data despite the presence of controls.
Option A (unused budgets) is not a strategic reason for approving security investment. Option
B (compliance reports requested by customers) may influence investment in compliance
initiatives, but it does not explain the need for an in-depth defense architecture. Option D
(PCI DSS low score) is a compliance-specific issue but would not, on its own, drive a broad
architectural budget approval unless PCI was the only focus.

Security audits often uncover systemic flaws-such as flat networks, insufficient segmentation,
or single points of failure-that create the conditions for bypassing controls. Addressing these
issues requires rearchitecting the environment, introducing layered defenses, and
strengthening monitoring capabilities, all of which demand significant budget. Thus, option C
aligns with the decision to invest in robust defense-in-depth strategies.
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Answer: C

Explanation:

Multicloud provider solutionsinvolve using services from more than one cloud provider to
ensure resiliency and redundancy. In the event of a failure or SLA breach by one CSP,
another provider can maintain service continuity. An on-premises backup could help, but
does not address CSP-specific SLA concerns directly.

Round-robin load balancing and active-active within the same tenant still depend on a single
provider, thus posing risks if the CSP fails.

Reference:CompTIA SecurityX CAS-005, Domain 4.0: Implement redundancy and fault-
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tolerant strategies, including multicloud deployment for service resiliency.

QUESTION NO: 12
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Answer: B

Explanation:

Forward secrecy (also known as perfect forward secrecy, PFS) ensures that session keys
used in a VPN tunnel are ephemeral, meaning that even if an attacker compromises a long-
term private key, past sessions cannot be decrypted. According to the CompTIA SecurityX
CAS-005 study guide (Domain 3: Cybersecurity Technology, 3.1), enabling forward secrecy
on VPN tunnels reduces the risk of cryptanalysis by ensuring that each session's encryption
key is unique and not derived from a single compromised key. This directly mitigates the
impact of attacks like key theft or future decryption attempts.

Option A:Forward secrecy is not required for hardware-accelerated cryptography, which
depends on processor capabilities, not key management.

Option C:While confidentiality is important, this is too vague and does not specifically explain
why forward secrecy is chosen.

Option D:Modern protocols (e.g., TLS 1.3, IPsec with ECDHE) support forward secrecy but
donot mandate it as a prerequisite for use.

Option B:This is the most precise, as forward secrecy directly reduces the success of
cryptanalysis by limiting the scope of key compromise.

Reference:

CompTIA SecurityX CAS-005 Official Study Guide, Domain 3: Cybersecurity Technology,
Section 3.1: " Explain cryptographic techniques, including perfect forward secrecy. " CAS-005
Exam Objectives, 3.1: " Evaluate the impact of cryptographic configurations on security. "
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F. TPM
Answer: AD

QUESTION NO: 14
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Answer: A

Explanation:

Unauthorized code changesand lack ofindependent verificationare directly mitigated bycode
signing, which ensures that code is from a trusted source and has not been altered.
While digital signatures are part of code signing, the broader practice of code signing
encompasses signature management, version integrity, and trusted sources.
Lightweight cryptography is irrelevant in this context; it ' s more about efficiency in
constrained devices.

Non-repudiation is a benefit of digital signatures but doesn ' t directly solve the
verification/integrity concerns alone.

FromCAS-005 Guide, Domain 4: Security Architecture, Tools, and Technologies:
"Code signing ensures that the code has not been tampered with and originates from a
trusted developer." Reference:CAS-005 Official Study Guide, Chapter 10: Secure
Development Operations, pg. 201-204
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Answer: C F

Explanation:

To provide secure access tointernal and external cloud resources, eliminate split-tunnel traffic
flows, and enable identity and access management capabilities, the most appropriate
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solutions are CASB (Cloud Access Security Broker) and SASE (Secure Access Service
Edge).

Why CASB and SASE?

CASB (Cloud Access Security Broker):

Secure Access: CASB solutions provide secure access to cloud resources by enforcing
security policies and monitoring user activities.

Identity and Access Management: CASBs integrate with identity and access management
(IAM) systems to ensure that only authorized users can access cloud resources.

Visibility and Control: They offer visibility into cloud application usage and control over data
sharing and access.

SASE (Secure Access Service Edge):

Eliminate Split-Tunnel Traffic: SASE integrates network security functions with WAN
capabilities to ensure secure access without the need for split-tunnel configurations.
Comprehensive Security: SASE provides a holistic security approach, including secure web
gateways, firewalls, and zero trust network access (ZTNA).

Identity-Based Access: SASE leverages |IAM to enforce access controls based on user
identity and context.

Other options, while useful, do not comprehensively address all the requirements:

A). Federation: Useful for identity management but does not eliminate split-tunnel traffic or
provide comprehensive security.

B). Microsegmentation: Enhances security within the network but does not directly address
secure access to cloud resources or split-tunnel traffic.

D). PAM (Privileged Access Management): Focuses on managing privileged accounts and
does not provide comprehensive access control for internal and external resources.

E). SD-WAN: Enhances WAN performance but does not inherently provide the identity and
access management capabilities or eliminate split-tunnel traffic.

References:

CompTIA SecurityX Study Guide

" CASB: Cloud Access Security Broker, " Gartner Research
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Answer: A

Explanation:

The best solution is to implement an interactive honeypot (A). Honeypots are decoy systems
designed to attract and observe adversary behavior in real time. When security tools cannot
categorize suspicious inbound traffic, a honeypot provides an isolated environment where the
suspicious activity can be redirected and monitored without risking production systems. By
deploying an interactive honeypot, analysts can study attacker tactics, techniques, and
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procedures (TTPs), extract Indicators of Compromise (loCs), and improve defensive controls.
Option B (mapping to known 10Cs) fails because the activity cannot be categorized, implying
it is novel or not yet identified in threat intelligence feeds. Option C (monitoring the dark web)
provides intelligence about potential threats but does not address real-time inbound
suspicious activity. Option D (UEBA) focuses on analyzing user and entity behaviors but is
less effective for categorizing inbound external traffic.

By using honeypots, organizations gain visibility into new, unknown, or advanced attack
techniques, which helps improve detection capabilities, enrich threat intelligence, and
strengthen incident response.
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Answer: E F
Explanation:
The requirements for archiving data and immutable backups directly align with legal hold
compliance (E) and ransomware resilience (F).
Legal hold compliance ensures that organizations can retain data in a tamper-proof manner
when required for litigation, regulatory mandates, or audits. Immutable backups satisfy this by
preventing unauthorized changes or deletion, ensuring evidence and records are preserved.
Ransomware resilience is also a key factor. Immutable backups allow recovery from
ransomware attacks, as attackers cannot encrypt or delete data stored in read-only or write-
once media. This reduces downtime and supports business continuity.
Options A (crypto-export), B (supply chain), C (device attestation), and D (quality assurance)
do not relate directly to data archiving or immutable storage.
CAS-005 stresses aligning security controls with business continuity and compliance
requirements. By focusing on legal and ransomware-related considerations, the organization
ensures both regulatory and operational resilience.
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C. *%&

D. RAID 10

Answer: B

Explanation:

Remote journaling continuously sends log updates to a remote system, ensuring near-real-
time backup and an RPO (Recovery Point Objective) under one hour.

Key concepts:

RPO under one hour means minimal data loss.

Remote journaling provides rapid recovery by keeping near-live backups.

Other options:

A(Full disk encryption) protects against unauthorized access but does not aid recovery.
C (Immutable storage) prevents modification but does not ensure real-time backups.

D (RAID 10) improves redundancy but does not help against ransomware.

Reference: CASP+ CAS-005 - Business Continuity and Disaster Recovery Planning

QUESTION NO: 19
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From: From: To: Cc: Subject; To: jroe@example.com Message-ID: _73/A4-32616-
C36L8ZbYC4p Date: Mon, 07 Apr 2025 +0000 Content-Type: multipart/alternative;
boundary= MIME-Version: 1.0 Reply-To: jdoe@exampl.com Subject: FW: Invoice From:
jdoe@exampl.com X-SpamProbability: 0.095349
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Answer: B

Explanation:

The best answer is B. The attacker registered a new domain . The key evidence is in the
visible sender fields:

From: jdoe@exampl.com and Reply-To: jdoe@exampl.com . The legitimate company
domain appears to be example.com , but the fraudulent email uses exampl.com , which is a
lookalike domain missing the letter "e" .

That is a classic typosquatting/business email compromise pattern. The headers also show
Received-SPF: pass
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, Which means the message passed SPF for the domain it actually came from, not that it was
legitimate for the intended organization. The presence of a DKIM-Signature also shows that
lack of domain keys is not the issue. This is therefore best explained by an attacker creating
or registering a deceptive domain and sending authenticated email from it. CompTIA
SecurityX's Security Operations domain includes activities around analyzing indicators, email
artifacts, and attack patterns to identify malicious activity.

Why the other options are incorrect:

A is not the best explanation because the scenario says John Doe's account had been
compromised earlier, but the specific headers here point to a spoof-like lookalike domain
attack, not necessarily direct reuse of John's real mailbox. C is incorrect because the
headers explicitly show a DKIM-Signature , so domain keys were used. D is incorrect
because the headers show Received-SPF: pass , not fail. The payment succeeded because
the attacker used a deceptive domain that looked close enough to the legitimate one to fool
the recipient during the invoice exchange.

References:

CompTIA SecurityX official exam objectives summary, especially Security Operations skills
around analyzing malicious activity and indicators.

CompTIA SecurityX CAS-005 exam objectives PDF mirror.

QUESTION NO: 20
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D. PowerShell

Answer: C

Explanation:

Automating compliance in cloudenvironments requires a tool that can enforce configurations,
manage infrastructure as code, and align with industry standards (e.g., NIST, ISO). Let's
evaluate:

A). Jenkins:A CI/CD tool for automating software builds and deployments. It's not designed
for compliance enforcement or infrastructure management.

B). Python:A programming language that can be scripted for automation but lacks built-in
compliance-focused features without significant custom development.

C). Ansible:An automation tool for configuration management, application deployment, and
compliance enforcement. It uses playbooks to define desired states, making it ideal for
automating compliance checks and remediation in cloud environments (e.g., AWS, Azure).
CAS-005 emphasizes automation tools for security and compliance, and Ansible fits
perfectly.

Reference:CompTIA SecurityX (CAS-005) objectives, Domain 3: Security Engineering and
Cryptography, focusing on automation for compliance in cloud environments.

QUESTION NO: 21
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Answer: B

Explanation:

The best answer is B. An attacker viewed password hashes on the device . The decisive
event is sudo cat /etc

/shadow SUCCESS . On Linux systems, /etc/shadow stores password hashes and related
account password data. The log therefore indicates successful privileged access to that file
and successful viewing of its contents. CompTIA's SecurityX Security Operations domain
includes analysis of indicators of malicious activity and investigation of suspicious system
behavior; this command sequence is consistent with credential- access activity.

Why the other options are not best:

A is incorrect because there is no evidence of file injection. C is not supported because the
logs show file access, not confirmed data transfer or exfiltration. D is tempting because of cd
.[..I', but that is only navigation. The key security-relevant action is the successful reading of
/etc/shadow , which means password hashes were viewed.

References:

CompTIA SecurityX official exam objectives summary, Security Operations domain.

QUESTION NO: 22
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A. DMARC

B. DKIM

C.TLS

D. SPF

E. DNSSEC

F. MX

Answer: A B

Explanation:

To support email authenticity and enable analysis by a third-party platform, the protocols
must verify the sender's identity and provide metadata for inspection. According to the
CompTIA SecurityX CAS-005 study guide (Domain 3: Cybersecurity Technology, 3.2):
DMARC (Domain-based Message Authentication, Reporting, and Conformance):DMARC
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builds on SPF and DKIM to enforce policies for email authenticity and provides reporting
mechanisms to share authentication results with third parties for analysis.

DKIM (DomainKeys Identified Mail):DKIM adds a cryptographic signature to emails, allowing
recipients to verify the sender's domain and ensure the email's integrity.

These two protocols are essential for authenticity and reporting.

Option C (TLS):TLS ensures encryption during transmission but does not address
authenticity or reporting.

Option D (SPF):SPF verifies sender IP addresses but lacks reporting capabilities without
DMARC.

Option E (DNSSEC):DNSSEC secures DNS queries but is not specific to email authenticity.
Option F (MX):MX records define mail servers, not authenticity or reporting.

Reference:

CompTIA SecurityX CAS-005 Official Study Guide, Domain 3: Cybersecurity Technology,
Section 3.2: " Configure email security protocols, including DMARC and DKIM. " CAS-005
Exam Objectives, 3.2: " Implement technologies for email security and authenticity. "

QUESTION NO: 23
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Answer: A

Explanation:

Model poisoning occurs when an attacker manipulates the training data or the training
process of an Al model so that its predictions are deliberately inaccurate or biased. In the
SecurityX CAS-005 objectives, this is part of understanding emerging technology threats,
specifically AI/ML vulnerabilities. This differs from:

* Social engineering, which manipulates humans rather than Al models.

* Output handling, which deals with how outputs are processed but doesn't cause inaccuracy
at the model level.

* Prompt injections, which manipulate the model at query time, not during training.Because
model poisoning directly corrupts the Al model itself, it is the clearest reason Al outputs could
be inaccurate.
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Answer: C

Explanation:
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The most secure way to prevent inadvertent data disclosure when encrypted SSDs are
reused is to securely delete the encryption keys used by the SSD. Without the encryption
keys, the data on the SSD remains encrypted and is effectively unreadable, rendering any
residual data useless. This method is more reliable and efficient than overwriting data
multiple times or using other physical destruction methods.

References:

CompTIA SecurityX Study Guide: Highlights the importance of managing encryption keys
and securely deleting them to protect data.

NIST Special Publication 800-88, " Guidelines for Media Sanitization " : Recommends
cryptographic erasure as a secure method for sanitizing encrypted storage devices.

QUESTION NO: 25
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Answer: C

Explanation:

The best answer is C. Upgrade to a manufacturer-supported operating system . The end-of-

life operating system is the highest-priority foundational issue because it affects the overall

security posture of the host. An unsupported OS no longer receives vendor security updates,

which increases exposure across the entire system, including services and libraries running

on it. From a SecurityX perspective, vulnerability management and asset lifecycle issues are

part of security operations and enterprise resilience. Resolving the unsupported platform first

addresses the broadest root problem. CompTIA's SecurityX exam coverage includes security

operations, vulnerability management activities, and proper hardware/software asset

management as core skills.

Why the other options are weaker as the first step:

A adds a compensating control but leaves the unsupported server in place. B may be

appropriate later, but the prompt does not indicate the database service is the primary

exposed weakness. D disabling FTP would remove an insecure service and is a good

hardening step, but it still leaves the system on an unsupported operating system with

broader unpatched risk. The first action should address the most systemic weakness, which
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is the end-of-life OS.

References:

CompTIA SecurityX official certification page.

CompTIA blog summary of current security operations topics including vulnerability
management and asset management.

QUESTION NO: 26
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Answer: A

Explanation:

A Content Delivery Network (CDN) caches and distributes static and dynamic web content
across multiple geographically distributed edge servers, reducing latency for global users.
This directly addresses page- loading delays caused by distance from the primary data
centers.

* RASP is for runtime application security, not latency.

* Remote journaling is for data replication, not performance optimization.

* SASE can improve security and WAN routing, but a CDN is purpose-built for content
delivery performance.

QUESTION NO: 27
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Answer: C

Explanation:

The best answer is C. OWIN29 ' s EDR has an unknown vulnerability that was exploited by
the attacker . The decisive clue is that OWIN29 had EDR status: Enabled (bypass) in both
reports and changed from Clean to Infected after five days. That strongly indicates the
endpoint protection on that host was being bypassed, allowing compromise despite the agent
being present. In SecurityX terms, this fits the theme of resilience against advanced threats
and the possibility that a defensive tool can be circumvented or affected by a zero- day or
other unknown weakness. CompTIA's SecurityX certification emphasizes designing and
operating secure solutions that remain resilient in the face of modern threats.

Why the other options are less likely:

A is not supported because OWIN23 remained Clean . B is speculative; LN002 stayed
Unknown , but there is no evidence it propagated malware to OWIN29. D is also unsupported
because MACO005 was Clean even after its EDR became disabled. The only host with a direct
clue pointing to failed protection and subsequent infection is OWIN29 , making the EDR
bypass or exploitation on that host the most likely cause.

References:

CompTIA SecurityX official certification page.

QUESTION NO: 28
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Answer: A

Explanation:

The situation where several employees were contacted by the same individual impersonating
a recruiter best describes aspear-phishing campaign. Here's why:

Targeted Approach: Spear-phishing involves targeting specific individuals within an
organization with personalized and convincing messages to trick them into divulging sensitive
information or performing actions that compromise security.

Impersonation: The use of impersonation, in this case, a recruiter, is a common tactic in
spear-phishing to gain the trust of the targeted individuals and increase the likelihood of a
successful attack.

Correlated Contacts: The fact that several employees were contacted by the same individual
suggests a coordinated effort to breach the organization's security by targeting multiple
points of entry through social engineering.

References:
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CompTIA Security+ SY0-601 Study Guide by Mike Chapple and David Seidl
NIST Special Publication 800-61: Computer Security Incident Handling Guide OWASP
Phishing Cheat Sheet
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Answer: B

QUESTION NO: 30
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Answer: C

Explanation:

Formal methods in software engineering use mathematically based specifications to ensure
system correctness, safety, and compliance with requirements. SecurityX CAS-005 stresses
the importance of traceability between code and both functional and non-functional
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requirements for high-assurance systems like avionics. A lack of traceability means it is
impossible to verify that the implementation meets all required safety and performance
standards-exactly what formal methods address.

QUESTION NO: 31
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Answer: B

Explanation:

To design resilience in an enterprise system that can survive environmental catastrophes,
recover within 24 hours, and be resilient to active exploitation, the best strategy is to allocate
fully redundant and geographically distributed standby sites. Here's why:

Geographical Redundancy: Having geographically distributed standby sites ensures that if
one site is affected by an environmental catastrophe, the other sites can take over, providing
continuity of operations.

Full Redundancy: Fully redundant sites mean that all critical systems and data are replicated,
enabling quick recovery in the event of a critical loss of availability.

Resilience to Exploitation: Distributing resources across multiple sites reduces the risk of a
single point of failure and increases resilience against targeted attacks.

References:

CompTIA Security+ SY0-601 Study Guide by Mike Chapple and David Seidl

NIST Special Publication 800-34: Contingency Planning Guide for Federal Information
Systems ISO/IEC 27031:2011 - Guidelines for Information andCommunication Technology
Readiness for Business Continuity
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Answer: A

QUESTION NO: 33
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Answer: D

Explanation:

Excessive MFA push notifications can be a sign of an attempted push notification attack,
where attackers repeatedly send MFA prompts hoping the user will eventually approve one
by mistake. To mitigate this:

A). Provisioning FIDO2 devices: While FIDO2 devices offer strong authentication, they may
not be practical for all users and do not directly address the issue of excessive push
notifications.

B). Deploying a text message-based MFA: SMS-based MFA can still be vulnerable to similar
spamming attacks and phishing.

C). Enabling OTP via email: Email-based OTPs add another layer of security but do not
directly solve the issue of excessive notifications.

D). Configuring prompt-driven MFA: This option allows users to respond to prompts in a
secure manner, often including features like time-limited approval windows, additional
verification steps, or requiring specificactions to approve. This can help prevent users from
accidentally approving malicious attempts.

Configuring prompt-driven MFA is the best solution to restrict unnecessary MFA notifications
and improve security.

References:

CompTIA Security+ Study Guide

NIST SP 800-63B, " Digital Identity Guidelines "

" Multi-Factor Authentication: Best Practices " by Microsoft

QUESTION NO: 34
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D. RS

Answer: A

Explanation:

The General Data Protection Regulation (GDPR) is the regulation most likely being
addressed by the news organization. GDPR includes provisions for the " right to be forgotten,
" which allows individuals to request the deletion of personal data that is no longer necessary
for the purposes for which it was collected. This regulation aims to protect the privacy and
personal data of individuals within the European Union.

References:

CompTIA SecurityX Study Guide: Covers GDPR and its requirements, including the right to
be forgotten.

GDPR official documentation: Details the rights of individuals, including data erasure and the
right to beforgotten.

" GDPR: A Practical Guide to the General Data Protection Regulation " by IT Governance
Privacy Team:

Provides a comprehensive overview of GDPR compliance, including workflows for data
deletion requests.

QUESTION NO: 35
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Answer: D

Explanation:

Encrypting patient data at rest is a critical requirement for healthcare providers to ensure
compliance with regulations such as the Health Insurance Portability and Accountability Act
(HIPAA). The primary business requirement fulfilled by this practice is the protection of
patient privacy while supporting the portability of medical information. By encrypting data at
rest, healthcare providers safeguard sensitive patient information from unauthorized access,
ensuring that privacy is maintained even if the storage media are compromised.

Additionally, encryption supports the portability of patient records, allowing for secure transfer
and access across different systems and locations while ensuring that privacy controls are in
place.

References:

CompTIA SecurityX Study Guide: Emphasizes the importance of data encryption for
protecting sensitive information and ensuring compliance with regulatory requirements.
HIPAA Security Rule: Requires healthcare providers to implement safeguards, including
encryption, to protect patient data.

" Health Informatics: Practical Guide for Healthcare and Information TechnologyProfessionals
" by Robert E.

Hoyt: Discusses encryption as a key measure for protecting patient data privacy and
supporting data portability.
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