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NO.1 You have an loT device that has the following configurations:

Hardware: Raspberry Pi Operating system: Raspbian

You need to deploy Azure 0T Edge to the device.

Which two actions should you perform? Each correct answer presents part of the solution.
NOTE: Each correct selection is worth one point.

A. Install the loT Edge security daemon.

B. Update the loT Edge runtime.

C. Run the Deploy-loTEdge PowerShell cmdlet on the loT Edge device.

D. Install the container runtime.

Answer: AB

Explanation:

The Azure loT Edge runtime is what turns a device into an 0T Edge device. The runtime can be
deployed on devices as small as a Raspberry Pi or as large as an industrial server.

The 10T Edge security daemon provides and maintains security standards on the loT Edge device. The
daemon starts on every boot and bootstraps the device by starting the rest of the IoT Edge runtime.
Reference:

https://docs.microsoft.com/en-us/azure/iot-edge/how-to-install-iot-edge

NO.2 You have an Azure subscription named Sub1 that contains five Azure loT hubs in the basic tier.
You assign an Azure policy named Policy! to Subl. Policy 1 ensures that when an IoT hub is deployed,
a pnvate endpoint is deployed for the loT hub.

You need to ensure that Policyl is applied to the existing loT hubs. The solution must minimize
administrative effort.

What should you do?

A. Upgrade the loT hubs to the standard tier.

B. Perform a manual failover of each loT hub.

C. Run a remediation task.

D. Reassign Policy1.

Answer: C

NO.3 You have an Azure 0T Edge device.

You need to modify the credentials used to access the container registry. What should you modify?
A. the @edgeHub module twin

B. the Azure |oT Hub device twin

C. the SedgeAgent module twin

D. the loT Edge module

Answer: C

Explanation:

The module twin for the 10T Edge agent is called SedgeAgent and coordinates the communications
between the IoT Edge agent running on a device and loT Hub. The desired properties are set when
applying a deployment manifest on a specific device as part of a single-device or at-scale deployment.
These properties include: runtime.settings.registryCredentials.{registryld}.username
runtime.settings.registryCredentials.registryld}.password Reference:
https://docs.microsoft.com/en-us/azure/iot-edge/module-edgeagent-edgehub
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NO.4 You have an Azure subscription that contains the resources shown in the following table.

Name Type
Hub1 Azure loT Hub
storagel Storage account
container Blob container

You need to use a REST API calls to configure Hub1 to route all messages to containerl.
What should you do first?

A. Create a routing endpoint.

B. Retrieve the connection string of the storage account
C. Create a route.

D. Create an Azure Service Bus queue.

Answer: B

NO.5 You have an loT device that gathers data in a CSV file named Sensors.csv.

You deploy an Azure loT hub that is accessible at ContosoHub.azure-devices.net. You need to ensure
that Sensors.csv is uploaded to the IoT hub.

Which two actions should you perform? Each correct answer presents part of the solution.

A. Configure the device to use a GET request to ContosoHub.azure-
devices.net/devices/ContosoDevicel/ files/notifications.

B. From the Azure subscription, select the IoT hub, select Message routing, and then configure a
route to storage.
C. Upload Sensors.csv by using the 1oT Hub REST API.

D. From the Azure subscription, select the loT hub, select File upload, and then configure a storage
container.

Answer: C,D

Explanation:

C: To use the file upload functionality in loT Hub, you must first associate an Azure Storage account
with your hub. Select File upload to display a list of file upload properties for the 10T hub that is being
modified.

For Storage container: Use the Azure portal to select a blob container in an Azure Storage account in
your current Azure subscription to associate with your 10T Hub. If necessary, you can create an Azure
Storage account on the Storage accounts blade and blob container on the Containers A: loT Hub has
an endpoint specifically for devices to request a SAS URI for storage to upload a file. To start the file
upload process, the device sends a POST request to {iot hub}.azure-devices.net/devices/{deviceld}/
files with the following JSON body:

{

"blobName™: "{name of the file for which a SAS URI will be generated}"

}

Incorrect Answers:

D: Deprecated: initialize a file upload with a GET. Use the POST method instead.

Reference:
https://github.com/MicrosoftDocs/azure-docs/blob/master/articles/iot-hub/iot-hub-configure-file-
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upload.md

NO.6 Note: This question is part of a series of questions that present the same scenario. Each
question in the series contains a unique solution that might meet the stated goals. Some question
sets might have more than one correct solution, while others might not have a correct solution.
After you answer a question in this section, you will NOT be able to return to it. As a result, these
questions will not appear in the review screen.

You have a Standard tier Azure 10T hub and a fleet of 10T devices.

The devices connect to the IoT hub by using either Message Queuing Telemetry Transport (MQTT) or
Advanced Message Queuing Protocol (AMQP).

You need to send data to the l0T devices and each device must respond. Each device will require
three minutes to process the data and respond.

Solution: You schedule an IoT Hub job to update the twin tags and you query for job progress.
Does this meet the goal?

A.No

B. yes

Answer: A

Explanation:

Instead update the twin desired property and check the corresponding reported property.

Note: loT Hub provides three options for device apps to expose functionality to a back-end app:
Twin's desired properties for long-running commands intended to put the device into a certain
desired state. For example, set the telemetry send interval to 30 minutes.

Direct methods for communications that require immediate confirmation of the result. Direct
methods are often used for interactive control of devices such as turning on a fan.
Cloud-to-device messages for one-way notifications to the device app.

Reference:

https://docs.microsoft.com/en-us/azure/iot-hub/iot-hub-devguide-c2d-guidance

NO.7 You have an Azure |oT solution that includes an Azure loT Hub named Hub1 and an Azure loT
Edge device named Edgel. Edgel connects to Hub1l.

You need to deploy a temperature module to Edgel. What should you do?

A. Create an loT Edge deployment manifest that specifies the temperature module and the route to
Supstream. From a Bush prompt, run the following command:

az iot hub monitor-events-device-id Edgel -hub-name Hubl

B. Create an loT Edge deployment manifest that specifies the temperature module and the route to
Supstream. From a Bush prompt, run the following command:

az iot edge set-modules -device-id Edgel -hub-name Hub1l -content C:\deploymentMan1.json

C. From the Azure portal, navigate to Hub1l and select loT Edge. Select Edgel, and then select
Manage Child Devices. From a Bash prompt, run the following command:

az iot edge set-modules -device-id Edgel -hub-name Hub1l -content C:\deploymentMan1.json

D. From the Azure portal, navigate to Hub1l and select loT Edge. Select Edgel, select Device Twin, and
then set the deployment manifest as a desired property. From a Bash prompt, run the following
command az iot hub monitor-events-device-id Edgel -hub-name Hubl

Answer: B

Explanation:
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You deploy modules to your device by applying the deployment manifest that you configured with
the module information.

Change directories into the folder where your deployment manifest is saved. If you used one of the
VS Code loT Edge templates, use the deployment.json file in the config folder of your solution
directory and not the deployment.template.json file.

Use the following command to apply the configuration to an loT Edge device:

az iot edge set-modules --device-id [device id] --hub-name [hub name] --content [file path]
Reference:

https://docs.microsoft.com/en-us/azure/iot-edge/how-to-deploy-modules-cli

NO.8 You need to visualize Azure loT Hub telemetry data by using Microsoft Power BI.

Which service should you connect to the loT hub?

A. SendGrid

B. Azure Stream Analytics

C. Azure Event Grid

D. Azure Notification Hubs

Answer: B

Explanation:

You can use Microsoft Power Bl to visualize real-time sensor data that your Azure 10T hub receives.
To do so, you configure an Azure Stream Analytics job to consume the data from 10T Hub and route it
to a dataset in Power BI.

Reference:
https://docs.microsoft.com/en-us/azure/iot-hub/iot-hub-live-data-visualization-in-power-bi

NO.9 How should you complete the GROUP BY clause to meet the Streaming Analytics
requirements?

A. GROUP BY TumblingWindow(Second, 30)

B. GROUP BY HoppingWindow(Second, 60, 30)

C. GROUP BY SessionWindow(Second, 30, 60)

D. GROUP BY SlidingWindow(Second, 30)

Answer: A

Explanation:

Scenario: You plan to use a 30-second period to calculate the average temperature reading of the
sensors.

Tumbling window functions are used to segment a data stream into distinct time segments and
perform a function against them, such as the example below. The key differentiators of a Tumbling
window are that they repeat, do not overlap, and an event cannot belong to more than one tumbling
window.

InAnswers:

A: Hopping window functions hop forward in time by a fixed period. It may be easy to think of them
as Tumbling windows that can overlap, so events can belong to more than one Hopping window
result set.

Reference:
https://docs.microsoft.com/en-us/azure/stream-analytics/stream-analytics-window-functions
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NO.10 You have an Azure 0T hub that receives messages from an loT device. The messages are
serialized as Protobuf.

You need the IoT hub to route the messages.

What should you do first?

A. From the Azure portal, configure the loT hub to add message enrichments.

B. Configure the loT device to add application properties to the messages.

C. Configure the loT device to add ASCIl-encoded properties to the body of the messages.

D. From the Azure portal, add desired properties to the device twin.

Answer: D

Explanation:

Device twins store device-related information that:

Device and back ends can use to synchronize device conditions and configuration.

The solution back end can use to query and target long-running operations.

Desired properties. Used along with reported properties to synchronize device configuration or
conditions. The solution back end can set desired properties, and the device app can read them. The
device app can also receive notifications of changes in the desired properties.

Reference:

https://docs.microsoft.com/en-us/azure/iot-hub/iot-hub-devguide-device-twins

NO.11 You have 100 devices that connect to an Azure 10T hub.

You need to be notified about failed local logins to a subnet of the devices.

Which three actions should you perform in sequence? To answer, move the appropriate actions from
the list of actions to the answer area and arrange them in the correct order.

Actions Answer Area

Create a custom alert rule.

Enable Azure Security Center for loT.

Configure the Diagnostics settings of the loT hub.

ClQ)
©Q

Create a shared access policy. ‘

Select a device security group.

Create a message route.

Answer:
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Answer Area

Enable Azure Security Center for loT

Select a device security group

Create a custom alert rule

1 - Enable Azure Security Center for IoT

2 - Select a device security group

3 - Create a custom alert rule

Reference:

https://docs.microsoft.com/bs-latn-ba/azure/asc-for-iot/how-to-security-data-access
https://docs.microsoft.com/en-us/rest/api/securitycenter/devicesecuritygroups/createorupdate

NO.12 You have an Azure |oT solution that contains an Azure loT hub and 100 IoT devices. The
devices run Windows Server 2016.

You need to deploy the Azure Defender for loT C#-based security agent to the devices.

What should you do first?

A. From the loT hub. create a security module for the devices.

B. From the loT hub. create a system-assigned managed identity.

C. On the devices, set the PowerShell execution policy to Restricted.

D. On the devices, initialize Trusted Platform Module (TPM).

Answer: A

Explanation:

The IoT Edge security manager provides a safe framework for security service extensions through
host-level modules. The 10T Edge security manager include Ensure safe operation of client agents for
services including Device Update for IoT Hub and Azure Defender for loT.

Reference:

https://docs.microsoft.com/en-us/azure/iot-edge/iot-edge-security-manager

NO.13 You have an Azure subscription that contains an Azure loT hub and two IoT devices named
Devicel and Device2.

You plan to deploy an Azure 10T Edge gateway device named Gatewayl.

You need to ensure that all device-to-cloud messages and twin change notifications from Devicel and
Device2 to the loT hub are routed by using Gateway1.

What tasks should you perform to configure the devices? To answer, select the appropriate options
in the answer area.

NOTE: Each correct selection is worth one point.
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Update the connection string to specify v
the GatewayHostName parameter on: Gateway '

Device1 and Device2
Gateway1, Device1, and Device2

Update the route value on: v
Gateway1

Device1 and Device2

Gateway1, Device1, and Device2

Set the route value to: v

FROM /INTO $upstream
FROM /messages/* INTO $upstream
FROM /messages/modules/* INTO $upstream

Answer:

Update the connection string to specify v
the GatewayHostName parameter on: Gateway1 ;

Device1 and Device2
Gateway1, Device1, and Device?2

Update the route value on: v
|Gateway1 |
Device1 and Device2

Gateway1, Device1, and Device2

Set the route value to: v

FROM /FINTO $upstream

FROM /messages/* INTO $upstream
FROM /messages/modules/” INTO $upstream

Reference:
https://docs.microsoft.com/en-us/azure/iot-edge/how-to-authenticate-downstream-device

NO.14 Note: This question is part of a series of questions that present the same scenario. Each
question in the series contains a unique solution that might meet the stated goals. Some question
sets might have more than one correct solution, while others might not have a correct solution.
After you answer a question in this section, you will NOT be able to return to it. As a result, these
guestions will not appear in the review screen.

You have an Azure I0T solution that includes an Azure lIoT hub and an Azure 10T Edge device.

You plan to deploy 10 Bluetooth sensors. The sensors do not support MQTT, AMQP, or HTTPS.
You need to ensure that all the sensors appear in the 10T hub as a single device.

Solution: You configure the 10T Edge device as an IoT Edge transparent gateway. You configure the
sensors to connect to the device.
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Does this meet the goal?

A. No

B. Yes

Answer: A

Explanation:

loT Edge transparent gateways support only the MQTT or AMQP protocols.

Instead use a translation gateway.

loT Hub. The translation module receives messages from downstream devices, translates them into a
supported protocol, and then the loT Edge device sends the messages on behalf of the downstream
devices. All information looks like it is coming from one device, the gateway.

Reference:

https://docs.microsoft.com/en-us/azure/iot-edge/iot-edge-as-gateway

NO.15 You have an Azure 10T solution that includes an Azure 10T hub and 100 Azure loT Edge
devices.

You plan to deploy the 10T Edge devices to external networks. The firewalls of the external networks
only allow traffic on port 80 and port 443.

You need to ensure that the devices can connect to the 10T hub. The solution must minimize costs.
What should you do?

A. Connect the external networks to the loT solution by using ExpressRoute.

B. Configure the upstream protocol of the devices to use MQTT over TCP.

C. Configure the upstream protocol of the devices to use AMQP over WebSocket.

D. Integrate cellular communication hardware onto the devices and avoid the use of the external
networks.

Answer: C

Explanation:

AMQP over WebSockets uses port 443.

Reference:

https://docs.microsoft.com/en-us/azure/iot-hub/iot-hub-devguide-protocols

NO.16 From the Device Provisioning Service, you create an enroliment as shown in the exhibit. (Click
the Exhibit tab.)
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(_%‘- enrollment
./’ Enroliment Group Details
H Save 0 Refresh ¢ Regenerate keys

Settings Registration Records

You can view and update attestation information, set how you want to assign devices to hubs,
define the re-provisioning policy and set the initial twin state of provisioning devices.

Attestation Type
symmetric Key

Primary Key

Ak bR g AR ARk e R AR AR R R E R R @. .l I
Secondary Key

whAEddAAARAARREAREV AR RARARER R A ERARRANER R AR AR R AR R R e .@.

loT Edge device @

(e GEEED

Select how you want to assign devices to hubs

I Evenly weighted distribution o

Select the laT hubs this group can be assigned to: @

I iothub-contoso.azure-devices.net v

Link @ new loT hub

Select how you want device data to be handled on re-provisioning * @

Re-provision and migrate data “

Enable entry @

Disable )

You need to deploy a new IoT device.

What should you use as the device identity during attestation?

A. the endorsement key of the device's Trusted Platform Module (TPM)
B. the HMACSHA256 hash of the device's registration ID

C. the random string of alphanumeric characters

D. a self-signed X.509 certificate

Answer: B
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Explanation:

Each device uses its derived device key with your unique registration ID to perform symmetric key
attestation with the enrollment during provisioning. To generate the device key, use the key you
copied from your DPS enrollment to compute an HMAC-SHA256 of the unique registration ID for the
device and convert the result into Base64 format.

Reference:
https://docs.microsoft.com/en-us/azure/iot-edge/how-to-auto-provision-symmetric-keys

NO.17 Note: This question is part of a series of questions that present the same scenario. Each
question in the series contains a unique solution that might meet the stated goals. Some question
sets might have more than one correct solution, while others might not have a correct solution.
After you answer a question in this section, you will NOT be able to return to it. As a result, these
guestions will not appear in the review screen.

You are developing a custom Azure loT Edge module.

The module needs to identify the device ID of the local device.

Solution: You configure the module to read the device ID of the device twin.

Does this meet the goal?

A. No

B. Yes

Answer: B

Explanation:

Device twins are JSON documents that store device state information including metadata,
configurations, and conditions. Azure loT Hub maintains a device twin for each device that you
connect to loT Hub.

Device identity properties. The root of the device twin JSON document contains the read-only
properties from the corresponding device identity stored in the identity registry.

Reference:

https://docs.microsoft.com/en-us/azure/iot-hub/iot-hub-devguide-device-twins

NO.18 You are prototyping an loT edge solution.

You are creating a deployment manifest for an loT edge device that will connect to an Azure loT hub.
Which two modules should you include in the manifest? Each correct answer presents part of the
solution. NOTE: Each correct selection is worth one point.

HA.

A. opc-publisher

B. iotedgeModbus

C. edgeAgent

D. zureiotsecurity

E. edgeHub

Answer: D,E

NO.19 You have an Azure |oT solution that includes an Azure 10T hub, 100 Azure loT Edge devices,
and 500 leaf devices.

You need to perform a key rotation across the devices.

Which three types of entities should you update? Each Answer presents part of the solution.
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NOTE: Each correct selection is worth one point.

A. the iothubowner policy credentials

B. the leaf device identities

C. the loT Edge device identities

D. the SedgeHub module identity

E. the leaf module identities

F. the SedgeAgent module identity

Answer: B,C,D

Explanation:

To get authorization to connect to loT Hub, devices and services must send security tokens signed
with either a shared access or symmetric key. These keys are stored with a device identity in the
identity registry.

An 0T Hub identity registry can be accessed like a dictionary, by using the deviceld or moduleld as
the key. Reference:

https://docs.microsoft.com/bs-latn-ba/azure/iot-dps/how-to-control-access
https://docs.microsoft.com/en-us/azure/iot-hub/iot-hub-devguide-identity-registry

NO.20 You have an Azure 10T hub and an 10T device.
You are developing an IoT solution that will generate an alert when the 10T device leaves a geofenced
are a. The device sends telemetry in the following format.

“location
mtvpe™: P

"coordinates™: [76.6, 18.1]

You create an Azure Stream Analytics job that uses telemetry input from the loT hub and a reference
input that contains the data shown in the following table.

D_cvic-!D D_-vianlmu — _— E — chf_ﬂ:c! — - —
How should you complete the Stream Analytics query? To answer, select the appropriate options in
the answer area.

NOTE: Each correct selection is worth one point.
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Answer Area
SELECT Referencelnput.Devicelame, Telemetrylnput.lLocation
INTD Output
FR0M Telemetrylnput J0IN Referencelnput ON
Telesetrylnput. loTHub.ConnectionDewceld = Referencelnput.DevicelD *
DevicelD = Referencelnput.DevicelD
WHERE st_within ( ConnectionDeviceld = Referencelinput. DeviceiD
la T Hub.Connechion Descsd H--'q‘n'h._u'lrnp-..lr Dt D
ioTHub.ConnectionDeviceGenerationid = Relerenceinput.DeviceiD
WHERE st_within { Telemetryinput.Location,
EEETT—— s =0 )
Referencelnput Gecfence Telemetryinput.Location) |= 0
Tﬂli'l'llh'}'illp'ul.p'imﬂﬂﬂll.’ Relerenceinpul Geolence)
Referenceinput DevicelD Telemetryinput Partitionid) != 0
Referencelnput DevicelD) 1= 0
Answer:
Answer Area

SELECT Referencelnput.DeviceName, Telemetrylnput.Locetion
INTD Qutput

FR0M Telemetrylnput JOIN Referencelnput ON

Telesetrylnput. loTHub.ConnectionDewviceld = Referenceinput.DeviceiD e
DevicelD = Rnfﬂem:rhpul DevicelD
WHERE st_withdn ( .

L onnechon Desoeio h‘.-"q‘n'h._u'lrnp-.n | iy

loTHub.ConnectionDewviceGenerationid = Referenceinput. DewiceiD

WHERE st_within | Telemetryinput Location, X

I felemetryinpul.Location [_R'f“"“'"&’ﬁ!ﬂf*ﬁ“l =0 ‘-1
Referencelnput Geofence, Telemetrvinput.Location) 1= 0
le'ﬂll]')'fﬂp'lﬂ.hmlmlﬂ Arferencelnpul( wrolenoe)

Referenceinput DewicelD Telemetryinput Partitionid) != 0
Referencelinput DewicelD) 1= 0
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